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Compatible SIEMs: Arcsight, RSA enVision, Intellitactics and more
SIEMs with limited NBA features: Cisco MARS, Q1labs - GRadar

RS

Firewall Ew—vl IDS/IPS ] -->[ NBA/ADS J FlowMon

j SIEM

Security
Department

Juniper STRM, Enterasys SIEM

Network SNMP . —=» | | Flow monitoring || —» | Packet Analysis
Department | =
- How much - Who with whom - Detailed Analysis
- Basic troubleshooting - Effective troubleshooting - On specific place
- Network optimization - At specific time

- Trending, SLA monitoring




FlowMon

. FlowMon -
— NetFlow / IPFIX data

- traffic visualization

, - network analysis
Netflow =

Export . alerts, reports
- billing & accounting

J=F)

FlowMon ﬁ

Collector - hosts monitoring
\ - services monitoring

LAN/WAN with FlowMon Probes Q

- users supervision
- anomalies detection
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Web GUI
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FlowMon Probe reporting
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FlowMon —

FLUKE

e

FlowMon ~ FlowMon
Configuration Center Mmamﬂing{:em

FlowlMon HTTP Logger

NAT Detective
Will be available soon.
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FlowMon HTTP Logger

. Web

® 27.9% tobola m 22 3% tobola

® 9.3% skladnici u :ii’; fsktljadnici

m 5% fabers = 4.1% fabera
4.5% cupera 3.5% CLpEtR
3. 7% hlinik 3.3% hlinik

B 3.3% plha m 3.1% plha
3% slajs 3% slajs

m 2.7% kroupa
2.6% vodickova
m 25% zeleny

® 250 kroupa
2.3% vodickowa
m 1.9% zeleny

36.5% Cthers 48.4% Others
Uiivatel Servery Domeny
1131 weanwy freeefoto.cz :
. 1228 idnes.cz
147 online.gamesy.cz
: 2hd gamesy.cz
84 woane 1dNes. czZ
BY freeefoto.cz
b9 whniw, superstar. cz
42 superstar. com
45 whntwy. bleshk. oz :
tobaola : 39 invea-tech. com
34 whan Invea-tech. com
33 google.cam
31 wenawy [alythy. cz :
: 31 tipsport.com
31 suggestqueries. google.cam
: 31 lalytky.cz
31 whanne tipsport. oz a5 ara uk
29 w301, 0rg. Uk d
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FlowMon Data Retention

. EC — 2006
ISP IP

. FlowMon Data Retention

V070807 _T007txXt- KWrite =

Soubor l:lgravy Pobhled ZaloZky Nastroje Mastaveni MNapoveda

INV_070801_1001.txt, chat, 212.36.164.%, 2007-08-01 Q7:00, 2007-CB-10 07:00, VTF3, GMT +01:00 i

ID SE- IP:PORT DST_IP:POAT PROTOKOL START STOE SLUZRY EBYTES

0 212.96.164.9:1663 ©4.12.24.142:;5190 TCP 2007-08-01 07:00:;12.933 2007-08-01 07:00:32.120 chat 2539

0 212.56.164.9:2340 ©4.12.31.136:5150 TCP 2007-08-01 07:14:02.203 2007-08-01 07:25:55.200 chat L0258

0 212.96.164.9:1500 64.12.24.142:5150 TcCP 2007-08-01 0B:05:33.000 2007-08-01 08:45:10.030 chat 34258

0 212.96.164.9:1700 64.12.24.1L42:5190 TCP 2007-08-01 05:00:04.300 2007-08-01 09:15:10.230 <chat 7865

0 212.96.164.5%:1700 64.12.24.142:5150 TCP 2007-03-01 09:16:00.000 2007-08-01 09:25:00.050 chat 2987

N 212.96.164_9:170N0 &4.12:24_142:%5190 -TCP 2007=-08=01 0926059 .000 2007=-08=-01 N9:45:20.600 chat ATARSN0 e
-
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FlowMon ADS

Latest 10 events

=

® # ] | & SourcelP|  TargetiP | & Timestamp|
1 INSTMSG 182.168.3.105 6412.241592 09:00:53
2 INSTMEG 182.168.3.123 205.188.0.206 09:00:30
3 MULTICAST  182.168.3.114 182.168.3.255 09:00:119
4 MULTICAST  192168.3.105 192.168.3.255 08:59:50
5 DIVCOM 182.168.3.105 085918
6 MULTICAST  182168.3.123 192.168.3.255 03:55:49
7O MULTICAST  182168.2.100 192.168.2.255 035818
g DIVCOM 182.168.3.123 08:56:35
9 MULTICAST 19201683123 192.168.3.255 08:53:44
10 MULTICAST  192168.3.123 192168.3.255 08:52:44
JoRt I +)
Top 10 IPs by event count
[ ]
m2102181731689 (23.5%) w216.129.106.89 (20.8%)
m 190154 35 27 (20.73%) 1921683123 (12.9%)
w21111589139 (4.5%) = 182.168.3.114 (4%)
1924683 1100(27%)  « 173201 13431 (1.5%)
m192683.1053(1.4%) w192168.3.100(0.5%)
Cthers (71%)
° e+
DNS, WHOIS,
o
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FlowMon ADS

[ ]
Telnet
Events
ol el [s e s [esmmiale e
1 G 145  QUTSPAM  SMTP [TCP:25] (unigue 2009-09-24 62.3.131.181,69.7 167 .23, 146.201 .3 234 194 109.24.132, 209.145.5.10,
hasts: 7) 19:23:00 210.101.199.231, 213.232.0.195
2 NG 145 | OUTSPAM  SMTP [TCP:25] (unigue 2009-09-24 PiF B2.3.131.181,63.101.151.1 ,64,.18.4.11, 64.18.510,64.18.6.10, 64 18.6.14,
hosts: B5) 19:17 45 B64.18.7 13, 64.191.223.42, B5.55.88.22, 65.172.13.10, ..
3 [ G7 145 | QUTSPAM | SMTP [TCP:25] (unique 2009-09-24 PiF 62.12.136.97 63.1656,155.140, 64 18.5.10, B4 18.6.11, 64.18.7.11, B4 26.60.1453,
hosts: 75) 19:16:00 G488 167.155, 64 1168:228.132, b5 55.88.22, 65.61.115.199,
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FlowMon ADS

Statistics

Traffic structure - summary

Communication peers - Summary (=Detalls)

2010:04-28 - 20100429 Bl 48
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FlowMon ADS

Horne
Dashboard

Web s
T

Mt sk
Events

Sk kst

By et

By topokgy

SaH aktacks
Profilos:

Heosla

HartiGaryer ooy

Hest progesrtie

atitics

Rapariz

abian pots: 90 1o
el report

Ll

- 1BATTE

L RE

infa

Corfigursdion
Garers configorabon
NetFlowe scurres
Pieers
Methods
Fersnectives
Event cabegorins
Topology
Event reporting
Fakee poskiies

ity Aol

o

Citgoiny fans

« loo)ar

Dioardi
Disshboard
Lid#inzh

&

Udalosti
Jetdrwduc e gl
il Fafinerd
Db bopenkogi:
FoH ko

Prafily
TarrEta v Bkl
Wby e die herdfser v
‘Wastrosh: rarzeni v 5|
otshEy

Regoty
Oy rapert

Fomfiguraca
A néskaverd
Zoraps Metlloaw dat
ity
Detekén metody
Perspeking
Kategorie udilast
Topologis sk
Reporty udikoat]
Fabss positives

2t aplikaci

27




FlowMon ADS
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ISP, 1-2

ISP, 10
- Sloane Park, CD Telematika, KT Pferov
2x 10GE transit 2x 1GE
2}( 1{}GE NIX {transit)
=Y -~
FlowMon 1x FlowMon
Collector Probe 4000

4x FlowMon Probe
20000 (Pro)
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LAN, WAN) —

Sun Dec 9 28:50:00 2007 Flows/s any protocal

Flows fs any protocal

] - o,
Zun 1600 Sy 20:0G Hon 00 Mon Dé: 00 Mon 03: 00
Wesh Dsnap Hawtp Etp Bdns Oweb
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